
International Journal of General Science and Engineering Research (IJGSER), ISSN 2455-510X, Vol 4(2), 2018, 11-13 

www.ijgser.com                                                                                                                                                                                                    11 

 Survey on Attacker and Different Security 

Scheme in Delay Tolerant Wireless Ad hoc 

Network 
1
Ankita Kulkarni, 

2
Prof. S. M. Shinde    

Department of Computer Engineering, SVERI’s College of Engineering, Pandharpur, India. 

 

Abstract: - Mobile impromptu Networks (MANETs) square 

measure enticing and a lot of fashionable lately. The bundle of 

messages or knowledge sent in dynamic network is named 

Delay Tolerant Network (DTN). The rationale of recognition 

of this sort of network is its simple institution at anyplace. The 

mobile nodes severally work as intermediate node furthermore 

as sender and receiver. The affiliation institution and 

knowledge causing is feasible through routing protocols of 

MANET. The routing protocols of DTN don't seem to be same 

as ancient wireless routing protocols. One major issue on this 

network is security. It’s in depth use necessitates for creating 

the networks safe, economical furthermore as spectacular. a 

lot of effort square measure needed to boost the varied 

demands of network security inconsistency with the stress on 

mobile networks and also the nature of the mobile devices like 

low process and communication in open surroundings. The 

perception and structure of Wireless impromptu DTN creates 

them flat to be simply attacked mistreatment varied techniques 

usually used aboard wired networks furthermore as new ways 

notably to DTN. Security problems begins in many various 

fields tally with physical security, key management, routing 

and Intrusion Detection and bar, several of that square 

measure important to a practical dynamic network. This text is 

especially cantered on the protection problems associated 

with DTN routing protocols. The routing in DTN remains a 

key issue as a result of while not accurately functioning of 

routing protocols, the network won't work with efficiency, and 

it’s supposed to routing is additionally most tough to shield 

against attacks of malicious activities thanks to absence of 

centralized authority in DTN. Main protection menace 

concerned in routing with dynamic network furthermore 

because the recent solution against different attacks projected 

by numerous researchers in Wireless impromptu DTN is 

conferred here. 
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I. INTRODUCTION 

 

The MANET (Mobile spontaneous Network) is that the 

wireless network within which each and every mobile device 

works each as router and host [I]. No centralized authority is 

gift during this network for supervising of correct 

communication. That is why attackers or malicious nodes 

simply degrade the network performance. Every mobile 

device is ready to speak with one another if they're below the 

communication vary. The nodes in vary are the neighbour 

nodes and every node moves in network with random quality 

speed of meters second. Owing to the movement of mobile 

nodes the string affiliation institution is that the major concern 

for prosperous knowledge delivery [2]. The MANET is 

contemptible then different networks and additionally simply 

established in any space. The instance of spontaneous in 

addition as DTN are mentioned in figure one, wherever then 

sender node desires to speak with receiver through 

intermediate nodes and whole network works with none 

supervising authority. 

 
 The node H and J aren't additional communicated with 

different node as a result of they're not in vary of different 

nodes or destination. The attackers or malicious nodes are 

simply perturbing the initial routing performance [3]. DTN 

(Delay Tolerant Network) [4] may be a network of smaller 

networks. It’s Associate in nursing overlay on high of special-

purpose networks DTNs support ability of different networks 

by accommodating long disruptions and delays between and 

among those networks, and by translating between the 

communication protocols of these networks. In providing 

these functions, DTN accommodate the quality and restricted 

power of evolving wireless mobile ad-hoc communication 

devices. Cluster communication in DTN mobile ad-hoc 

network may be a difficult issue as a result of nodes freely 

moves within the surroundings and are unsecure, as a result of 

no work has been tired centralized security methodology. a 

replacement multilayer secure multicast routing rule for Delay 

Tolerant MANET communication has been designed and 

developed. Our multilayer security mechanism identifies 

incomprehensible activity in each layer and secures the info 

from unauthorized user and false route. The methodology 

works below the cluster communication and is feasible 

through DTN, however cluster communication is massive 

challenge in MANET as a result of maintenance of cluster 

members is crucial half for MANET. The matter of 

maintenance of cluster member’s victimization multicast DTN 

routing [5] is resolved by the author. For economical channel 

utilization bundle based mostly DTN service design was 

applied. That projected approach provides possible and secure 

cluster communication in DTN mobile ad-hoc network.  
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The wrongdoer node is usually the intermediate node/s and 

this node/s doesn't instantly attack in network however these 

nodes first analyse the routing data and precisely behave like 

the normal node. If the sender starts causation the info and at 

that terribly moment wrongdoer is activated, it'll drop or 

corrupt all valuable data [6, 7]. A number of the malicious 

nodes are also flooding unwanted data in large quantity. The 

malicious nodes or attackers are of the many varieties like 

region attack, hollow attack; Sybil attack and sink attack. 

These are the packet dropping attack. The aim of this sort of 

attackers is to drop the helpful knowledge of sender and 

degrades network performance. The common issue in these 

MANET an attacker is that those all are forward faux data. 

The Black hole wrongdoer is human activity with destination 

through fake reply of original route message. The hollow 

wrongdoer is also same as established affiliation and at the 

time of information delivery all knowledge packets born by 

wrongdoer. The Sybil attacker is generating faux reply within 

the network and different network host name. The wrongdoer 

is additionally categorised in numerous categories and these 

classes are mentioning the wrongdoer sort in network. The 

wrongdoer aim is just to drop the packets, consume network 

information measure or link capability between the mobile 

nodes and communicate with faux identity in network. In this 

survey the various attacks classification in MANET and types 

of routing protocols is detail mentioned with totally different 

routing strategy in MANET. 

 

II. RELATED WORK 

Shou-Chih Lo, Nai-Wun Luo et. al [1] has been proposed an 

title "Quota-Based Multicast Routing in Delay-Tolerant 

Networks" they propose quota based multicast routing 

approach they can not only achieve a high delivery rate but 

also adapt to network conditions. Most importantly, their 

proposed approach need not maintain group membership. In 

other words, any concerned members can freely join and leave 

any multicast groups if they will in radio range, and this 

feature suitably fits into Delay tolerant environments. That 

work further enhanced by extra overhead minimization based 

that is like latency minimization, data error rate minimization 

etc. 

William D. Ivancic [2], work in the field DTN security and 

proposed a title "Security Analysis of DTN Architecture and 

Bundle Protocol Specification for Space-Based Networks" in 

this paper they provides a security analysis of the current DTN 

RFCs and proposed security related internet drafts with a 

focus on space-based communication networks, which is a 

rather restricted subset of DTN networks. They focus the 

bundle security while group communication involve, further 

each layer security are inbuilt from given work and increases 

the privacy and reliability of the DTN communication. 

Jie Li et. al [3] has an title "A price-based interactive data 

queue management approach for delay-tolerant mobile sensor 

networks" This paper presents a price-based interactive data 

queue management approach (PI-DQM) for delay-tolerant 

mobile sensor networks (DT -MSN s) to address the priority 

deviation problem during the data transmission process. The 

method is transparent to prioritized data packets. That work 

further enhanced by applying priority mechanism into the 

TCP, UDP data packet for separation of acknowledgement and 

acknowledges lees service in MANET and it also identifies the 

unwanted data by priority identification of data packets. 

Xiaoming Tao et. al [4] proposed an title "Dynamic pricing 

strategy for delay tolerant service aggregation multicastin 

wireless networks" In this paper, a dynamic pricing strategy 

for delay tolerant service aggregation multicast in wireless 

networks is proposed. With this strategy, client behaviors are 

well adjusted by differentiation of prices, and the congestions 

in peak-traffic periods can be well relieved, leading to 

increments of operators' profits. That work use full for 

congestion controlling under multicast communication in 

wireless sensor network, further that inbuilt with security with 

quality of service issue related problem resolution while denial 

of service occur in the network. 

S.Karthika et. al [5] has a title"Secure Routing Protocol in 

Delay Tolerant Networks Using Fuzzy Logic Algorithm" The 

proposed work will offer a healthy network by considering the 

distinctive features like mobility, security and quality of 

service. Trust is assigned to all the mobile nodes considering 

the available energy and the nodes are clocked and time lined. 

Fuzzy Logic based on Certificate Authority will provide 

secure way of message exchanges. Integrated approach of 

Trust and Fuzzy logic based DTN protocol will secure the 

communication. In this paper, they analyse the problem of 

black hole attacks in ZRP routing protocol in network. But not 

concerned about multicast communication based security so 

further the proposed approach tested through multilayer 

security based multicast communication in DTN network. 

     

III. PROPOSED SYSTEM 

Delay tolerant mobile ad-hoc network could be a recent 

innovative field of analysis that's why we tend to focus our 

analysis in new trends and technology. From the on top of 

downside statement "multi-layer security preclusion for cluster 

communication in DTN mobile ad-hoc network" offer secure 

and economical cluster communication that projected work 

divided into modules, are as follows:- 

A. Routing Strategy: - 

During the communication institution section apply the 

MAODV (multicast ad-hoc on demand distance vector) 

routing for arranger choice and once the choice of arranger. 

Arranger is accountable for cluster member maintenance 

Gaining, leaving), whereas any sender need to speak with the 

cluster members than arranger accountable to economical 

route institution from sender to members. It conjointly 

sporadically updates cluster info for reliable information 

delivery, and correct member's maintenance. 

B. Bundle primarily based cluster communication:- 

DTN style was introduced in RFC 4838, with a changed 

bundle layer further between the applying layer and also the 

transport layer. Whereas information packets passing through 

the bundle layer cluster into basic units mentioned as bundles 

or messages (bundle protocol defines a series of contiguous 

information blocks as a bundle, and contain enough linguistics 

info to create helpful data). 

C. Identifies attack of every layer 

This work aim to spot each layer attack from circuit to 

application layer and whereas attack detected in any layer then 

additional we tend to defend them. In our work we tend to 

think about attacks are i.e. vampire, black hole, jamming, 

Sybil attack etc. all the attack are detected by the distributed 

http://www.ijgser.com/


International Journal of General Science and Engineering Research (IJGSER), ISSN 2455-510X, Vol 4(2), 2018, 11-13 

www.ijgser.com                                                                                                                                                                                                    13 

information analysis supported deciding system, and 

strengthen to protection or security system. 

D. Security of information Link, Network Layer 

In this section circuit and network layer security are done, 

throughout the info transmission any node consume the 

inefficient resource like energy it's as vampire attack detected 

by our detection steps that's circuit layer attack. 

E. Security of Transport and Application Layer 

In that section we tend to apply the transport layer and 

application layer security against traffic ramping and Sybil 

attack. Traffic ramping attack could be a reasonably attack 

wherever priority order of information are going to be changed 

by assailant node for gaining channel utilization. Another is 

Sybil attack. There are 2 flavour of Sybil attacks. Within the 

initial one, associate assailant creates new identity whereas 

discarding its antecedent created one thus just one identity of 

the assailant is up at a time within the network. Within the 

second style of Sybil attack, associate assailant at the same 

time uses all its identities for associate attack, referred to as 

synchronous Sybil attack. Once the whole execution of on top 

of step we tend to mix the approach in single framework and 

bring home the bacon the goal of "multilayer secure cluster 

communication in DTN mobile ad-hoc network."

 
Fig 1: Architecture Diagram 

 

V. CONCLUSION 

The Delay Tolerant Network (DTN) is open network 

and by that the attackers are simply be spoken and drop the 

dear information of sender. The network is totally dynamic 

due to that the aggressor confirmation and capturing is that the 

troublesome task. The routing protocols in wireless 

impromptu DTN are fairly anxious as a result of attackers or 

malicious nodes will simply acquire info concerning 

configuration at the time of route institution. So in DTN 

routing protocols, the route finding packets are in agreement 

in clear text. Therefore a malicious node affect original 

routing performance by learning the network composition 

simply by examine variety of packets association as well as 

knowledge and will be ready to confirm the role of every node 

in the network. 
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